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Employment history
2024 — -+ e Professor. Department of Computer Science, Democritus University of Thrace, Greece
2019 - 2024 e Associate Professor. Department of Computer Science, International Hellenic University,
Greece.
2017 — 2019 e Associate Professor. Department of Computer and Informatics Engineering, Eastern Mace-
donia and Thrace Institute of Technology
2010 - 2017 e Assistant Professor. Department of Computer and Informatics Engineering, Eastern Mace-
donia and Thrace Institute of Technology
2007 — 2010 o Information Security Scientific Officer. Hellenic Ministry of Interior and e-Government
2006 — 2007 e IT Security Consultant. Encode Middle East FZ-LLC, Dubai, UAE
2004 — 2006 e Assistant Professor. Technological Educational Institute of Kavala, Greece
2001 -2003 e Software Engineer. Datacard Group, London, UK
1997 —2001 e Research Assistant. DRoyal Holloway, University of London, UK
Education

1997 —2001 e Ph.D. Information Security, Royal Holloway, University of London

1996 —1997

1990 — 1996 °

Thesis title: Key Recovery in a Business Environment.
Funded by the European Commission: Marie Curie Research and Training Grant

M.Sc. Information Security, Royal Holloway, University of London
Thesis title: An approach to a key recovery agent and its communication with the authorities.

Diploma (5 years univ. studies cycle) in Computer Engineering and Informatics, Uni-
versity of Patras, Greece
Thesis title: Medical Data Security. Presentation and Comparative Study of Security Algorithms.

Research and Development Projects

e “Development of Training material on Cybersecurity Governance based on ECSF”, European Net-
work and Information Security Agency (ENISA), 2023, Scientific Coordinator.

e “Rz2Dz2 - Reliability, Resilience and Defense technology for the grid”, Horizon 2020 Framework Pro-
gramme, 2022-2024, Senior Research Fellow.

e “Technical guidelines on security measures for providers of wallets with Blockchain”, European
Network and Information Security Agency (ENISA), 2022, Scientific Coordinator.

e “Development and Delivery of a Course on Zero-Trust Architectures”, European Network and In-
formation Security Agency (ENISA), 2022, Senior Consultant.

e “Building Interoperable EU Risk Management Frameworks vol.2”, European Network and Informa-
tion Security Agency (ENISA), 2022, Senior Consultant.
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Research and Development Projects (continued)

e “Support for the ENISA AHWG on Cybersecurity Skills Framework”, European Network and Infor-
mation Security Agency (ENISA), 2021, Scientific Coordinator.

e “The new Greek eGovernment Interoperability Framework”. Greek Ministry of Digital Governance,
2021. Scientific Coordinator.

e Support for skills development, trainings and exercises (“Design & planning of ENISA Cyber Ex-
ercises/Capacity building activities”, “Development and Delivery of a Course on Cyber Threat
Management’, “Development of e-learning modules in the area of cryptography”), European Net-

work and Information Security Agency (ENISA), 2021, Senior Consultant.

e “Interoperable EU Risk Management Framework”, European Network and Information Security
Agency (ENISA), 2021. Senior Consultant.

e “ELECTRON - rEsilient and seLf-healed EleCTRical pOwer Nanogrid”, Horizon 2020, Framework
Programme, 2021-2023. Senior Research Fellow.

e “INCIDENCE (promotINg Cyber-hyglene in eDucation through sEcuring distaNCe 1Earning)’,
ERASMUSH+, 2021, Senior Research Fellow.

e “SmartROOT - Smart faRming innOvatiOn Training”, ERASMUS+, 2021, Senior Research Fellow.

e “JAUNTY - Joint undergrAduate coUrses for smart eNergy managemenT sYstems”, ERASMUS+,
2021, Senior Research Fellow.

e “Development of an innovative scenario for risk management training and use of ICT security
controls in a fictional public administration”, European Network and Information Security Agency
(ENISA), 2020. Scientific Coordinator.

e “Conduct a gap analysis and recommend areas of improvement for a manuscript in the field of
machine learning for incident detection and response”, European Network and Information Security
Agency (ENISA), 2020. Scientific Coordinator.

e “State of Vulnerabilities 2018/2019 - Analysis of Events in the life of Vulnerabilities”, European
Network and Information Security Agency (ENISA), 2019. Senior Research Fellow.

e “Design, development and delivery of a training programme in Information Security Manage-
ment for MS and EU bodies”, European Network and Information Security Agency (ENISA), 2019. Se-
nior Consultant.

e “CS-AWARE - A cybersecurity situational awareness and information sharing solution for local
public administrations based on advanced big data analysis”, Horizon 2020 Framework Programme,
2018. Senior Research Fellow.

e “Specification of a PKI”, European Agency EU-LISA, 2016. Scientific Coordinator.

e “Mobile Applications Development Training Courses”, Eastern Macedonia and Thrace Institute of
Technology, 2015. Responsible for the “Mobile computing security” module.

e “PIN Processing Options”, UK Cards Association. System Security Specialist, 2014.

e “nshield: new embedded Systems arcHItecturE for multi-Layer Dependable solutions”, ARTEMIS
Joint undertaking, 2011-2015. Senior Research Fellow.

e “Hellenic Public Administration’s Certification Services”, Hellenic Ministry of Interior, Decentral-
ization and eGovernment, 2007-2010. Information Security Advisor.

e “Design and development of the National e-Government Portal of Public Administration for Cit-
izens and Enterprises Information and Secure Electronic Transactions - www.ermis.gov.gr”, Hel-
lenic Ministry of Interior, Decentralization and eGovernment, 2007-2010. Information Security Advisor —
Working Group Leader for Digital Authentication — PKIL

e “Greek eGovernment Interoperability Framework”, http://www.e-gif.gov.gr, 2009. Role: Working

Group Leader — Responsible for e-id and PKI-related issues.
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Research and Development Projects (continued)

e “STORK 2.0 - Secure idenTity acrOss boRders linKed 2.0”, Large scale pilot project, 2010. Deputy
Scientific Coordinator.

e “SPOCS - Simple Procedures Online for Cross-border Services”, Large scale pilot project, 2009-2010.
Senior Research Fellow, WP Leader.

e “PKI for the Hellenic Bank Association”, 2008. Security architect.

e “Development and Delivery of eGovernment Services and Information Security related training
material’, Hellenic National Centre for Public Administration & Local Government, 2008.

e “Design of a PKI for a security IT infrastructure”, Arab Bank, 2006. Security Architect.
e “Design and delivery of a security awareness program”, Saudi Aramco, 2007. Security Architect.
e “Delivering a security awareness program”, Saudi Telecomms, 2006, Security Consultant.

e “BestPractices for Key Management on Smart Cards”, Codes&Ciphers, UK, 2006, Security Consultant.

e “PKI Design & Implementation”, Eurobank-Greece, 2003, Security Consultant.

e “Minimum Interoperability Requirements for Key Recovery Mechanisms”, European Commission
- Marie Curie Research and Training Grant. 1997—-2000. Role: Grant Holder.

e “ASPeCT: Advanced Security for Personal Communications Technologies”, EU ACTS project, 1996-
1997. Role: Research assistant.
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Series Title: Lecture Notes in Computer Science, vol. 2260, Berlin, Heidelberg: Springer Berlin Heidelberg,
2001, pp. 268-276. & DOIL: 10.1007/3-540-45325-3_23.

Books and Chapters

o

T. Schaberreiter, J. Roning, G. Quirchmayr, et al., A cybersecurity situational awareness and
information-sharing solution for local public administrations based on advanced big data analysis: The
CS-AWARE project. 2019, pp. 149-180. & URL: https://www. scopus.com/inward/record.uri?eid=2-s2.0-
85090095290&partnerID=40&md5=e446f91456654977f83baba6304c2e50.

P. Azzoni, L. Geretti, A. Abramo, et al., Measurable and Composable Security, Privacy, and Dependability for
Cyberphysical Systems, oth ed., A. Fiaschetti, J. Noll, P. Azzoni, and R. Uribeetxeberria, Eds. CRC Press, Dec.
2017, ISBN: 978-1-138-04285-8. ¢ DOI: 10.1201/9781138042858.

P. Azzoni, K. Rantos, L. Geretti, A. Abramo, and S. Gosetti, Biometric Security Domain, A. Fiaschetti, Ed.
Boca Raton: Taylor & Francis, a CRC title, part of the Taylor & Francis imprint, a member of the Taylor &
Francis Group, the academic division of T&F Informa, plc, 2017, 1sBN: 978-1-138-04275-9.

K. Rantos and K. Markantonakis, Analysis of Potential Vulnerabilities in Payment Terminals, en,
K. Markantonakis and K. Mayes, Eds. New York, NY: Springer New York, 2014, pp. 311—333, ISBN:
978-1-4614-7914-7 978-1-4614-7915-4. & DOL 10.1007/978-1-4614-7915-4_13. (visited on 01/15/2024).

Technical Reports

C. Papadatos, K. Rantos, A. Makrygeorgou, K. Koulouris, S. Klontza, C. Lambrinoudakis, S. Gritzalis, C.
Xenakis, S. Katsikas, M. Karyda, A. Tsochou, A. Zacharis, Interoperable EU risk management toolbox.
European Union Agency for Cybersecurity (Publications Office), 2023. & URL:
https://data.europa.eu/doi/10.2824/68948.

C. Lambrinoudakis, S. Gritzalis, C. Xenakis, S. Katsikas, M. Karyda, A. Tsochou, K. Papadatos, K. Rantos, Y.
Pavlosoglou, S. Gasparinatos and A. Pantazis, Compendium of risk management frameworks with potential
interoperability: Supplement to the interoperable EU risk management framework report. European Union
Agency for Cybersecurity (Publications Office), 2022. & URL:
https://data.europa.eu/doi/10.2824/75906.

C. Lambrinoudakis, S. Gritzalis, C. Xenakis, S. Katsikas, M. Karyda, A. Tsochou, K. Papadatos, K. Rantos, Y.
Pavlosoglou, S. Gasparinatos and A. Pantazis, Interoperable EU risk management framework: Methodology for
and assessment of interoperability among risk management frameworks and methodologies. European Union
Agency for Cybersecurity (Publications Office), 2022. & URL:
https://data.europa.eu/doi/10.2824/07253.

V. Katos, S. Rostami, P. Bellonias, N. Davies, A. Kleszcz, S. Faily, A. Spyros, A. Papanikolaou, C. Ilioudis and
K. Rantos, State of vulnerabilities 2018/2019: Analysis of events in the life of vulnerabilities. European Union
Agency for Cybersecurity (Publications Office), 2020. & URL:
https://data.europa.eu/doi/10.2824/139301.
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Additional Professional Activities

e Teaching in the following MSc/MPhil Degree Programmes:

+ “MSc in Cybersecurity”, International Hellenic University, Course: Information Systems Security,
2019 — to date.

« “MSc in Immersive Technologies - Innovation in Education, Training and Game Design”, Interna-
tional Hellenic University, Course: Security and privacy issues in Immersive Technologies, 2021 - to
date.

« “MPhil in Advanced Technologies in Informatics and Computers”, International Hellenic University
Course: Secure Systems and Applications, Applied Cryptography, Security and Privacy in Cyber-
physical Systems, 2016 — to date.

« “MSc in Informatics”, Ionian University, Specialisation: Computer technologies and information
systems, Course: Information Systems and Network Security, 2016 — 2018.

+ “MSc in WEB Intelligence”, Department of Information Technology, Alexander TEI of Thessaloniki,
Course: Internet Security, 2016 — 2018.

e Director of the “Web Services and Information Security-WeSIS” Research Lab — Democritus University of
Thrace.

e Member of the Research Ethics Committee of the Democritus University of Thrace (2024 - to date).
e Guest Editor (Special Issues):
« G. Drosatos, K. Rantos. Security and Privacy Solutions for Biomedical Human-Cyber-Physical Sys-

tems, Computational and Structural Biotechnology Journal, 2024. https://www.csbj.org/call_
Security

« G. Drosatos, K. Rantos, K. Dermertzis. Advanced Technologies in Data and Information Security III,
MDP], Applied Sciences, 2023.

« K. Rantos, V. Katos G. Drosatos, K. Demertzis and K.Fysarakis. Advances in Cyber Threat Intelli-
gence, Security and Communication Networks, Hindawi, 2022.

« G. Drosatos, K. Rantos, K. Dermertzis. Advanced Technologies in Data and Information Security II,
MDP], Applied Sciences, 2022.

- K. Rantos, V. Katos, G. Drosatos, K.Demertzis and K.Fysarakis. Advances in Cyber Threat Intelli-
gence, Security and Communication Networks, Hindawi, 2021.

« G. Drosatos, K. Rantos, K. Dermertzis. Advanced Technologies in Data and Information Security,
MDP], Applied Sciences, 2021.

« P. Sarigiannidis, T. Lagkas, K. Rantos, F. Ramos. Special Issue on 'Cybersecurity and Privacy-
Preserving in Modern Smart Grid, MDPI Sensors, 2020.

« P. Sarigiannidis, P. Bellavista, T. Lagkas, K. Rantos, The Big Data Era in loT-enabled Smart Farming:
Re-defining Systems, Tools, and Techniques. Elsevier, 2019

e Member of the ENISA Network and Information Security Experts Groups (07/2017 — to date)
e Chair of the Research Ethics Committee of the International Hellenic University (2021 — 2023)
e Data Protection Officer at Eastern Macedonia and Thrace Institute of Technology (2018 - 2019)
e External Scientific Advisor, Cyber Noesis, Greece (2015 — to date).

e Representative of the Greek Government to EU technical groups for digital signatures, e-procedures and
EU2020 Committee — E-government subgroup (2008 — 2010).

e Teachingin e-government services and digital signatures related training courses organized by the Hellenic
National Centre for Public Administration & Local Government (2007 — to date).


https://www.csbj.org/call_Security
https://www.csbj.org/call_Security

Additional Professional Activities (continued)

e DParticipation in management, evaluation and implementation of EU co-funded IT related Greek projects:

Research — Development - Innovation, Special Management and Action Implementation Service of
Research, Technological Development and Innovation (Evaluator -— 2017)

Supporting researchers with an emphasis on young researchers, Special Management Service of Ed-
ucation and LifeLong Learning (Evaluator — 2017)

Digital Acropolis museum (Evaluation Committee Chairman — 2014)
G-cloud Datacenter Facilities (Evaluation Committee Deputy Chairman -- 2014)
ICT infrastructures Assessment Laboratory (Evaluation Committee Member — 2008)

Design and development of the National e-Government Portal of Public Administration for Citi-
zens and Enterprises Information and Secure Electronic Transactions - www.ermis.gov.gr (Digital
Authentication and PKI Working Group Leader -- 2010),

Greek e-government interoperability framework (Digital Authentication Working Group Leader -—
2007).

e Scientific Journals Reviewer

[EEE; Transactions on Information Forensics and Security; Software; Access

Elsevier: Computers & Security; Journal of Systems and Software; Computer Networks; Information
Sciences; Blockchain: Research and Applications; Journal of Biomedical Informatics

Springer: SpringerPlus; Journal of Computer Science and Technology; Springer Nature; Applied
Sciences

MDPI: Applied Sciences; Sensors; Computers;
Wiley: Security and Communication Networks

IET Information Security

e Conferences committees (most recent)

CyberHunt 2022, Workshop on Cyber Threat Intelligence and Hunting 2022, Osaka, Japan, 2022.

ATC 2021, The 18th IEEE International Conference on Advanced and Trusted Computing, October
2021, Atlanta, USA. Part of the 2021 IEEE Smart World Congress.

14th IADIS International Conference on Information Systems (IS 2021).

CM BSCI 2021, The 3rd ACM International Symposium on Blockchain and Secure Critical Infras-
tructure, Hong Kong, China.

ATC 2020, The 17th IEEE International Conference on Advanced and Trusted Computing, Mel-
bourne, Australia, 2020.

[0TI4 2019, International Workshop on IoT Applications and Industry 4.0, Santorini, Greece, 2019
26th International Conference on Telecommunications (ICT) (ICT 2019), Hanoi, Vietnam, 2019.
The 16th IEEE International Conference on Advanced and Trusted Computing 2019, Leicester, UK
2019 IEEE Sensors Applications Symposium, Sophia Antipolis, France.

21st International Conference on Enterprise Information Systems (ICEIS 2019), Heraklion, Crete.

ICoS 2019, International Conference on Computing for Society, Bahawalpur, Pakistan



Additional Professional Activities (continued)

e Conferences committees (most recent) (continued)

The 15th IEEE International Conference on Advanced and Trusted Computing, Guangzhou, China,
2018.

2018 IEEE Sensors Applications Symposium, Seoul, Korea.
20th International Conference on Enterprise Information Systems (ICEIS 2018), Portugal, 2018.

[EEE Globecom 2017. IEEE Workshop on Low Power Wide Area networking technologies for
emerging Internet of Things (LPWA4IoT), Singapore.

Cloud and Trusted Computing 2017 (C&T'C 2017), International Symposium on Secure Virtual In-
frastructures, Rhodes, Greece

The 14th IEEE International Conference on Advanced and Trusted Computing, Toulouse, San Fran-
cisco Bay Area, 2017.

Second International Conference on Internet of Things Data, and Cloud Computing, Cambridge,
United Kingdom, 2017

24th International Conference on Telecommunications, Limassol, Cyprus, 2017.
2017 [EEE Sensors Applications Symposium, New Jersey, USA, 2017.

The 13th IEEE International Conference on Advanced and Trusted Computing, Toulouse, France,
2016.

23rd International Conference on Telecommunications, Thessaloniki, Greece, 2016
2016 IEEE Sensors Applications Symposium, Italy, 2016.

2015 IEEE Sensors Applications Symposium, Croatia, 2015.

IADIS International Conference: Information Systems 2014, Spain 2014.

4th International Conference on Pervasive and Embedded Computing and Communication Systems,
PECCS 2014, Portugal.

Organisational / Managerial Skills

2015 — 2017

2013 — 2015

2007 —...

Awards

e Member of Eastern Macedonia and Thrace Institute of Technology Board.

e Head of Department of Computer and Informatics Engineering, Eastern Macedonia and Thrace
Institute of Technology

e Deputy Head of Department of Computer and Informatics Engineering, Eastern Macedonia and
Thrace Institute of Technology

e Chair and Deputy Chair of Evaluation Committees.

2023 e European Defence Agency — Defence Innovation Prize 2023. Topic 2: “Innovative solutions and tech-
nologies for implementing Zero Trust Architecture in tactical defence communication and informa-
tion systems.” Proposal submitted in collaboration with Cyber Noesis.

e CSAW Al Hardware attack contest - 2nd place. Submitted by MSc Student El. Batzolis.
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Miscellaneous Experience

Member of Advisory Boards
2021 -2024 o “Alnception", Horizon 2020 Framework Programme.
2018 e “SlideWiki", Horizon 2020 Framework Programme.
2016 — 2019 e “DANTE - Detecting and ANalysing TErrorist-related online contents and financing
activities”, Horizon 2020 Framework Programme.
2014 o “ADVISE - Advanced Video Surveillance archives search engine for security applica-

tions”, FP7 Security Research Project.
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